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Oregon HamWan

Bui |d [ ng a redundant “Internet”

Terms

Internet

® BGP: Border Gateway Protocol

® AS Number: Autonomous System Number
Services

® DHCP: Dynamic Host Configuration Protocol

¢ DNS: Dynamic Name Server

® PiHole: Traffic limiting / bandwidth shaping
NTP: Network Time Protocol

APT-Cache: File caching server / clients updates
IRC: Internet Relay chat

SIP /VoIP: Session Initiation Protocol / Voice Over Internet Protocol
SNMP: Simple Network Management Protocol

ESXi: Virtuilization for server management
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What is BGP

® BGP is the postal service of the Internet. When someone drops a letter into a
mailbox, the postal service processes that piece of mail and chooses a fast,
efficient route to deliver that letter to its recipient. Similarly, when someone
submits data across the Internet, BGP is responsible for looking at all of the
available paths that data could travel and picking the best route, which

usually means hopping between autonomous systems.

- The Internet

A Network of Networks

AS Number

® The Internet is a network of
networks; it's broken up into
hundreds of thousands of smaller
networks known as autonomous
systems (AS). Each of these
networks is essentially a large pool
of routers run by a single
organization.
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AS Number [
Option 2:
Start End
® This diagram illustrates a simplified version of AS1 AS2 AS3
BGP. In this version there are only 6
autonomous systems on the Internet. If AS1 A .
needs to route a packet to AS3, it has two ; ‘
different options:
hop 2 hop 3
® Hopping to AS2 and then to AS3: AS6 ——> AS5 ———  AS4
® AS2—>AS3
® Orhopping to AS6, then to AS5, AS4, and
finally to AS3:
AS6 — AS5 — ASy4 — AS3
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Detailed BGP

Announcement

INTERNET SERVICES [:::::::::::

44.0.0.0/8

Network Info| |Whois| [DNS] [IRR]

BGP Toolkit Home

HURRICANE ELECTRIC
INTERNET SERVICES :‘
B G P A n n O U n C e AS7377 University of California, San Diego
Quick Links [AS Info] [Graph v4] [Graph v6| [Prefixes v4| [Prefixes v6] [Peers v4| [Peers v6] [Whois| [IRR
BGP Toolkit Home
t a b I e fro m BGP Prefix Report Prefix Description
BGP Peer Report ! § () | Amateur Radio Digital Communications =]
. . Exchange Report
Hurricane Electric e | = 25w =
World Report The Regents of the University of California - University of California, San
Multi Origin Routes 69.196.32.0119 < Diego. %
DNS Report - - - - -
Top Host Report 69.196.32.0/20 (V] ‘I[;he Regents of the University of California - University of California, San
Interet Statistics lego =
Looking Glass 128.54.0.0/16 [ | University of California, San Diego =
Network Tools App
Free IPv6 Tunnel 132.239.0.0/16 (]| University of California, San Diego =
IPvé Certification 137.110.0.0/16 {4 | University of California, San Diego g
IPv6 Progress
Going Native 169.228.0.0/16 (%] | University of California, San Diego =
o LOOkUp any IP address and BGP  contactus 192.135.237.0/24 () | Marine Physical Lab/UCSD =
192.135.238.0/24 (7} | Marine Physical Lab/UCSD =
AS number c ﬁ . .
[ S 192.154.1.024  [|U of California at San Diego =
198.134.135.0/24 [ | University of California, San Diego %
® www.he.com s ms U
207340024  (%)|RGnet, LLC =
216.21.14.024 ()| RGnet, LLC =
216.151.34.0/24 (1) | RGnet, LLC =
216.151.38.0/24 [ J|RGnet, LLC
HURRICANE ELECTRIC

BGP Prefix Report NetRange:

BGP Peer Report CIDR:
NetName:

Exchange Report NetHandle:

Bogon Routes Parent:
NetType:

World Report Ortginaas

Multi Origin Routes Organization:

DNS Report Regbate:
Updated:

Top Host Report Ref:

Internet Statistics
OrgName:

Looking Glass orgra:

Network Tools App Address:

Free IPv6 Tunnel Cicy:
StateProv:

IPv6 Certification PostalCode:

IPV6 Progress Country:
RegDat:

Going Native Updatea:

Contact Us Ref:
OrgAbuseHandle:

(2 OrgAbuseName:

H OrghbusePhone:

OrgibuseEmail:
OrgAbuseRef:
OrgTechHandle:
OrgTechName:
OrgTechPhone:
OrgTechEmail:
OrgTechRef:

44.0.0.0 - 44.255.255.255
44.0.0.0/8

ZMPRNET

NET-44-0-0-0-1

Direct Assignment

Amateur Radio Digital Communications (ARDC)
1992-06-30
2009-06-19
nttps://rdap.arin.net/registry/ip/44.0.0.0

Amateur Radio Digital Communications
2RDC

5663 Balboa Ave Suite 432

San Diego

92111-2705
us

2014-02-25
nttps://rdap.arin.net/registry/entity/ARDC

BK29-ARIN

Kantor, Brian

+1-619-693-2246

abuse@ampr.org
nttps://rdap.arin.net/registry/entity/BK29-ARIN

BK29-ARIN
Kantor, Brian

+1-619-693-2246

abuse@ampr.org
https://rdap.arin.net/registry/enticy/BK29-ARIN
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How Do | get a piece of the Internet?

| About| Site Terms | Privacy Policy | Contact Us | Password Information’

(aihpenet

Regional Networks

If you wish to contact the coordinator for a network, please click on the callsign

I Network Allocated to|
e 4426.0.160/30 WA7V-OR WA7V
4426.0.164/32 KDBHJE KD8HJE
AF7S0

44.26.0.165/32 AF7SO

4426.0.168/29 OctaNET KJ7DMC
4426132/29  WA7SHI Corvallis
4426.140/29 Independence OR NA7KR
4426.1.48/28  Curry County Emergency Communications KZIOW.
4426164/28 KD7ISA KD7ISA
44.261.80/28 KUOL Radio Asset KUoL
4426.196/27 Eastern Oregon EmComm KKBEGXG
44.26.1.144 /30 Amity Oregon K7UL
4426.1152/29  packet network testbed KTWXW
. 44261192 /27 KBARA o7V
() I P A d d 44261224/28 Lane County EmComm (LCSARO) KD7QPC
reSS a Oca I On S 44.261.240/29 KC7NKP KCTNKP
44261248/29 AGTEWnet AGTEW
K7ICY]
44.26.104.0/24 N7GLV Portiand Network NTGLV

44.26.106.0/27 KU7PDX KU7PDX
O r a re 44.26.108.0/24 KITKOC KITKOC
44.26.128.0/22 Central Oregon HAM WAN KTJLR
located here.

44.26.161.0/24 N7DOD HamWAN N7DOD

Home | Wiki | About| Site Terms | Privacy Policy | Contact Us | Password Information

,
(aimernet

® www.portal.ampr.org s Lot

Home Contactus Networks Allocations Profile API

Networks

Network Type Description Actions
44.116.9.32/28 user Oregon HamWan Services Edit | Release

Pending Requests

You have no pending requests.

© Copyright AMPRNet, 2008 - 2019. All rights reserved. | Coded by G1FEF | W3C Compliant XHTML & CSS [en]
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Home | Wiki | About| Site Terms | Privacy Policy | Contact Us | Password Information

'(aihennet AMPRNet Portal
AMPRNet e e

User: Gateways: Manage gateways

Edit a gateway

Title: @ com Gatewa,
° Gateways for AMPRNET e

Gateway hostname: @ [mx-01.0f732.com
Gateway IP: @ [192.81.210.57

® www.portal.ampr.org Notes @

Updated: @ [2019-04-19 16:15:53
Save
Networks announced by this gateway

Network: @ [ Select a network to add ¥
Add Network

Subnet Actions
44.116.9.32/28 Remove
. w4

Oregon HamWan
Services

What are they, what can they do?
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DHCP

® DHCP (Dynamic Host Configuration Protocol) is a protocol used to provide quick,
automatic, and central management for the distribution of IP addresses within a
network.

® DHCP is also used to configure the proper subnet mask, default gateway, and DNS
server information on the device.

® DHCP will give out IP Addresses assigned to each “Tower”
® Oregon HamWan is currently assigned 44.26.102.x/24

The “server” for this function is the router at each tower

DHCP allocations e

® Complete Range: 44.26.102.0/24 (254Usable)

® SKYLINE: 44.26.102.0 — 44.26.102.63 (64 Usable)

® SALEM: 44.26.102.64 — 44.26.102.127 (64 Usable)

® NEWPORT: 44.26.102.128 — 44.26.102.159 (32 Usable)
® ASTORIA: 44.26.102.160 — 44.26.102.191 (32 Usable)
® DALLES: 44.26.102.192 — 44.26.102.223 (32 Usable)
BEND: 44.26.102.224 — 44.26.102.255 (32 Usable)
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DNS

The Domain Name Systems (DNS) is the phonebook of the Internet. Humans

access information online through domain names, like nytimes.com or espn.com.

Web browsers interact through Internet Protocol (IP) addresses. DN S translates
domain names to IP addresses so browsers can load Internet resources.

Through DHCP, we set the DNS IP Address given to end user clients HamWan'’s
DNS servers.

There would be dual "Redundant” servers at each “Internet Peering Point”.
HamWan can use tools installed in “WebMin” a network wide services server.

& BIND DNS Server — Webmin x

€ OFFR hps//1921687.2231000

BIND DNS Server
BINDversion 9.9
Global Server Options |

2 & 6 @ & B

= =
Servers. Enors Control Lists Directories  and Transfers. d Topology D
Existing DNS Zones
@ @ ] (] (& (&
— owa 1o bosi  lcabos
cne B Crete formardzone | © Crest delegaion z0e @ LinunHelp

itps /1921687 22310000 binds maser form.cg. | oo o I R o, .0 s i coiss ]




4/21/19

PiHole

Network-wide protection

® Instead of browser plugins or other software on each computer, install Pi-hole in one
place and your entire network is protected.

Improve network performance

® Since advertisements are blocked before they are downloaded, network performance is
improved and will feel faster.

Monitor statistics

® Our Web interface offers control of your Pi-hole and a central place to view statistics. We
also include an API for extending these stats.

Pi-hole

pihole Pi-hole.

Status
Total queries (3 clients) Queries Blocked Percent Blocked ‘ Domains on Blocklist
— ol

Queries over last 24 hours

o
00:00 01:00 02:00 03:00 0400 05:00 05:00 07:00 0800 02:00 10:00 11:00 1200 1300 1400 1500 16:00 17:00 18:00 19:00 2000 2100 22:00 23:00 00:00

Query Types (integrated) Forward Destinations (integrated)

. A (1Pv4)
N AAAA (IPVE]
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NTP

® NTP stands for Network Time Protocol, and it is an Internet protocol used to
synchronize the clocks of computers to some time reference.

® If you have communicating programs running on different computers, time still
should even advance if you switch from one computer to another. Obviously if one
system is ahead of the others, the others are behind that particular one. From the
perspective of an external observer, switching between these systems would cause
time to jump forward and back, a non-desirable effect.

¢ Ideally this would be a “Stratum 1" server. (Synced directly to atomic clocks)
Oregon Ham Wan server "NTP.OregonHamWan.org”

°
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I GNSS
GNSS Receiver satellite

NTP
Client
-
[FEESR

Raspberry Pi
Model B+

External External
AC Power NTP T

Adapter Servers Servers

Linux Apt-Cacher

® In a datacenter where you could have hundreds of host instances all needing

the same package/kernel/security patch, having a cache of packages inside
your network can save a significant amount of network bandwidth and

operator time.

¢ Oregon Ham Wan server "APT.OregonHamWan.org"

12
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For more information on apt-cacher visit http://packages. debian.org/apt-cacher.

o) Sy NG o T summary
« » 0((1192168.0.125:3142 | =
The requested je is not accessible.
eq pag Report generated 2008-10-29 06:47:50
T —— i
e e e e pokd
To configure APT for use of Apt Cacher NG you need to First request Mon Mar 17 10:59.43 2008
-+ emier: BT £ HITF sy by i s i o s, s aptaont Last request Tus Oct 28 18.22.09 2008
e e o For e,
ot o canf st e Total requests 79507
‘Acquire:hip { Proxy “hipJi192.168.0.1253142" .| Total traffic 139.909 GB

=" OR: Edit the /elc/apU/sources s e and edit the souce ines therein, replacing the
hostname of thi server machine and the port wth 3142 (adding a portf none speciied). For example:

Geb S i deban ooidebian Siaie main conyi non ee
becomes:
el p152.469.0.25:31421tpceian rgdebiansabe man contnonsre
geneml‘;ion the configuration, it might be possible to use a shortcut for the base URLS without knowing the miror,

Ask your system administrator for detais.

Staisics report and configuraton page for ths Apt.Cacher NG nstalaton. Al see Noies, nmwl
mepage

Notes

This page by the The ks guen
or guessed and therefore incortect components. Adapt the fie usennfo.himi in Apt.Cacher NG's configuration deectory 10 set

the correct contens.

cache efficiency

68367 (24.43%)

279907

Requests __|211520 (75.56%)
[17.946 6B (12.82%)

[139.909 GB

LINUX
SERVERS

Senver: Debian Apt.Cacher:NG/0.7.26 | Flatr it | Apt-Cacher NG homepage

[Transfers 121,963 GB (87.17%)
APT-CACHER

(8

LINUX g

CLIENTS

- REPOSITORY

SERVER

® #General or #Portland

IRC

Internet Relay Chat (IRC) is a system for chatting that involves a set of rules

and conventions and client/server software.
Connect to a server "IRC.OregonHamWan.org" and join a "“Room”

13
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SIP [VolP

® SIP is the Session Initiation Protocol. InIP and traditional telephony,
network engineers have always made a clear distinction between two
different phases of a voice call. The first phase is "call setup," and includes
all of the details needed to get two telephones talking. Once the call has
been setup, the phones enter a "data transfer" phase of the call using an
entirely different family of protocols to actually move the voice packets
between the two phones.

¢ Oregon Ham Wan server “SIP.OregonHamWan.org”

14
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FreePBX =
O N Admin  Reporte | Panel | Recordings ~ Help ()fr\‘) ;@
Setup Tools [Earn =
WSS FreePBX System Status
L Ll [FreePBX Notices 'System Statistics
Extensions No new notifications Processor
Feature Codes show all Load Average 006
General Sattings cPy o
Outbound Routes FreePBX Statistice === [[INW
Tronks Total actve calls o[ | Appmemory 75%
Adminigtrators Internal calls 0| | gear =
[lnbound Call Control [ I P °|| pisks
Inbound Routes Total active channels 0 i «
Zap Channel DIDs FreePBX Connections T on
CallrlD Lookup Sourcas | S ENEEONEE .. focx o
Follow Me o =
R Uptime Kevishm o%
g:::::mrm“ System Uptime: 15 hours, 5 minutes Networks
Ring Groups Asterisk Uptime: 1 hour, 40 minutes etho receive 0. -lf KBf‘=
Time Conditions Last Reload: 1 hour, 32 minutes otho tranemit 367 KBls
Time Groups E— —
| Inte rno! Options & Configuratio R ServerStatus
Conferences Freedom Asterisk 0K
Migc Applications FreePBX to OpPanel oK
Miec Destinations Connect® msaL ok
Music on Hold . ; Web Server ok
Paging and Intercom SSH Server 0K
Parking Lot
Syetem Recordings

SNMP

® SNMP stands for Simple Network Management Protocol. Itis a standard
way of monitoring hardware and software from nearly any manufacturer,
from Juniper, to Cisco, to Microsoft, Unix, and everything in between. SNMP
requires only a couple of basic components to work: a management station,
and an agent.

® Seattle has a monitor program called “Cacti”
http://monitoring.hamwan.net

® For pretty graphs we can use “Grafana”

15


http://monitoring.hamwan.net/

ZecMat Dash -

1.134 TB /218
7.21 GB/60ce

Web Sarver Uptime web. ——

5.1 GB/ 12068

[ —

Sy Sa— Systom Temp Jrr—

3 22°C 0
333 140w

Googl Ping Amparage

PAR 0.48A

Web Sarver N

Number of Shovws Number of Episode

405

Maragamant

v From: 20190418 1551 | =gTer 2019-04-19 1551

T34 1Day v | Reiresh | Clear

Graphs per Page: |10 7 Thumbnsils: | Go || Clear

‘Showing All Graphs
Tree:HamWAN-> Host:Larch-BawFaw

Larch-BawFaw - Traffic - etherl

70kl (3]
s
o ~
i
2 20k
S
o0 i
= B
A L L,
e
b, Gt A4 My LeL e ab
T
t (3]
°
ot e e e o . 2101
Bl rion wime wewy Zax e 200
Larch-BawFaw - Wireless Data Rates
, A
& | |
= : =
i ‘1 | [
SRypRseaiRe | i l§SEEAN APRERSRRP PR
T f
1080 A
= Tha 1800 Fri 0000 Fri 0600 Fri 12:00
Ppm—— % R o M—
e 2 o . . 0y
Smmummy w3 g mesm e
Larch-BawFaw - Wireless Signal Strength
g (3]
i p

4/21/19

16



4/21/19

hardware.

HamWan uses “Large” servers

ESXi

® ESXiis a type-1 hypervisor, meaning it runs directly on system hardware

without the need for an operating system (OS). Type-1 hypervisors are also
referred to as bare-metal hypervisors because they run directly on

to divvy up resources for each server to use.

) VCo1home.int - vSphere Client
| Fie Edt Vew Inventory Admnstraton Pugins Hep
& Bl & rome b g mventory d Bl Hosts and Custers w Invent ';‘
BNy 08 GNHRekRDS
B es01home.int =
General [ Resources
Guest 0S: Microsoft Windows XP Prfessicnal (2-b... | | ¢ d Host CPU: 19 MHz
et . Consumed Host Memory: 257.00 M8
QR S dppi Active Guest Memory:
Memary: B84M8
Memory Overhesd:  52.24M8 Provisioned Storage:
VMuware Tools: = (Current) Not-shared Storage:
1P Addresses: 0.0.0.0 Used Storage:
Storage
DNS Name: Accounting02. home. int @ 5oLX0
EVC Mode: Intel® Nehalem” Gen. (Xeon® Core™ . -
State: Powered On
Host: esx02.home.nt Network
8 roskartaraiObete| | e Tass: £ VMNetvork
g:““ odfade qel| | VSPheTEHA Protection: @ Protected R
& ThinApp0l
& o1t Commands | ¥ Storage profiles
& veou o s Refr
@) View7Parent01 VM Storage Profiles:
& ViewConrl o Profies Compkance:
@ vewsed! [ 5]
&) ViewTransfer0l
@) ViewiPParentd] 4
@ Wakter_Dev ] -
@) wilkam_Dev B
@ win7Testt eyl
& wor & co
Annotations
| K IR— | # Edt =l
FTasks @ Alams [ [HOME \Administrator
o & B [0 €] :
- I [ =

17


https://whatis.techtarget.com/definition/operating-system-OS
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VMuare ESXi 6.0.0 (VMKernel Release Build 3247720)

VMuare, Inc. VMuare Virtual Platforn

2 x Intel(R) Celeron(R) CPU N3150 @ 1.68GHz
4 GiB Memory

Dounload tools to manage this host from:
http://192.168.178.128/ (DHCP
20

)
http://[fe8l 29ff :fe29:252b1/ (STATIC)

<F2> Custonize Systen/Vieu Logs

<F12> Shut Doun/Restart

The installed version of VMware Tools is not up to date. Log in to the guest operating system and cick "Update Tools.™
———

[ Update Tools | Remind Me Later | [Never Remind Me |

Questions?

18
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